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This course can help you prepare for the following Microsoft role-based
certification exam — AZ-500: Microsoft Azure Security Technologies

Module 1: Will Learn How To:

Describe specialized data classifications on Azure.
Identify Azure data protection mechanisms.
Implement Azure data encryption methods.

Secure Internet protocols and how to implement them on Azure.

Describe Azure security services and features

Module 2: Manage Identity and Access

Configure Azure AD PIM.

Configure and manage Azure Key Vault.
Configure Azure AD for Azure workloads.
Security for an Azure subscription.
Understand the Zero Trust Model.

Configure Azure Active Directory for workloads.

Configure Azure AD Privileged Identity Management.

Configure Azure tenant security.
Configure and manage Key Vault.

Module 3: Implement Platform Protection

Understand cloud security
Azure networking

Secure the network
Implementing host security
Implement platform security
Implement subscription security
Implement network security.
Configure container Security.

Implement Azure Resource Manager security..




Module 4: Secure Data and applications

e Configure security policies to manage data.
e Configure security for data infrastructure.

e Configure encryption for data at rest.

¢ Understand application security.

* Implement security for application lifecycle.

e Secure applications.

Module 5: Manage Security Operations

e Configure security services.

e Configure security policies using Azure Security Center.
e Manage security alerts.

* Respond to an remediation of security issues.

® Create security baselines.

® Configure security policies.

This training is based to pass Exam AZ-500 to achieve Azure Security

Engineer Associate certification.
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