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Generations of Computer

Block Diagram of a Computer

Number System

Functions of the Different Units 
  Input unit, 

  Output unit, 

  Memory unit,

  CPU (ALU+CU) 

Input & Output Devices
Input Devices: 
  Keyboard,

  Point and draw devices mouse, joystick, track ball, light pen

  Data scanning device image scanner, OCR, OMR, MICR, Bar code reader, card reader

  Voice Recognition Device

  Digitizers

Output Devices:
  Monitor

  Printer laser peinter, dotmatrix printer, ink jet printer

  Projecter

Memories 
  [Memory hierarchy]

Registers [Types of Registers]

Cache Memory 

Primary Memory
RAM
  How data is stored in a RAM

  DRAM and SRAM

ROM
  ROM BIOS/ Firmware

  Types of ROM

Secondary Memories
Hard disk 
  Structure of a hard disk, how data is stored in a hard disk, concept of tracks, sectors, clusters, cylinders

  Formatting of hard disk (low level formatting and hi level formatting)



Floppy [data storage mechanism]
CD [data storage mechanism]

System Software
Operating System 
  Functions of O/S

  Types of O/S 

Program Language Translators 
  Assembler

  Compiler

  Interpreter

Utility Programs
Communication Software
Performance Monitoring Software

Application Software

Software hierarchy and dependence between 
the different layers
Computer Languages
  Machine language

  Assembly language

  High level language

 Introduction to Datacomm and Networking
 Datacomm & Networking fundamentals

 OSI reference Model

 LAN fundamentals

WAN fundamentals

 Network Devices

 Firewall & Application Gateways

 Designing & Implementing Structured Cabling

 Ethernet standards

 FDDI & token Ring Standards

 Digital Subscriber Line

 Deploying a Networking and security Measures

 LAN troubleshooting techniques and Tools

 TCP/IP Model

IP Addressing
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300-101 ROUTE
Implement an EIGRP based solution, given a network design and a set of requirements
  Determine network resources needed for implementing EIGRP on a network

  Create an EIGRP implementation plan 

  Create an EIGRP verification plan 

  Configure EIGRP routing

  Verify EIGRP solution was implemented properly using show and debug commands 

  Document results of EIGRP implementation and verification

Implement a multi-area OSPF Network, given a network design and a set of requirements
  Determine network resources needed for implementing OSPF on a network 

  Create an OSPF implementation plan

  Create an OSPF verification plan

  Configure OSPF routing

  Verify OSPF solution was implemented properly using show and debug commands 

  Document results of OSPF implementation and verification plan



Implement an eBGP based solution, given a network design and a set of requirements
  Determine network resources needed for implementing eBGP on a network 

  Create an eBGP implementation plan

  Create an eBGP verification plan

  Configure eBGP routing

  Verify eBGP solution was implemented properly using show and debug commands 

  Document results of eBGP implementation and verification plan

Implement an IPv6 based solution, given a network design and a set of requirements
  Determine network resources needed for implementing IPv6 on a network 

  Create an IPv6 implementation plan

  Create an IPv6 verification plan

  Configure IPv6 routing

  Configure IPv6 interoperation with Ipv4

  Verify IPv6 solution was implemented properly using show and debug commands 

  Document results of IPv6 implementation and verification plan

Implement an IPv4 or IPv6 based redistribution solution, given a network design and a set 
of requirements
  Create a redistribution implementation plan based upon the results of the redistribution analysis 

  Create a redistribution verification plan

  Configure a redistribution solution

  Verify that a redistribution was implemented

  Document results of a redistribution implementation and verification plan

  Identify the differences between implementing an IPv4 and IPv6 redistribution solution

Implement Layer 3 Path Control Solution
  Create a Layer 3 path control implementation plan based upon the results of the 

       redistribution analysis
  Create a Layer 3 path control verification plan

  Configure Layer 3 path control

  Verify that a Layer 3 path control was implemented

  Document results of a Layer 3 path control implementation and verification plan

  Implement basic teleworker and branch services

  Describe broadband technologies 

  Configure basic broadband connections 

  Describe basic VPN technologies 

  Configure GRE

  Describe branch access technologies

300-115 SWITCH
Implement VLAN based solution, given a network design and a set of requirements
  Determine network resources needed for implementing a VLAN based solution on a netwZork 

  Create a VLAN based implementation plan

  Create a VLAN based verification plan

  Configure switch-to-switch connectivity for the VLAN based solution

  Configure loop prevention for the VLAN based solution

  Configure Access Ports for the VLAN based solution

  Erify the VLAN based solution was implemented properly using show and debug commands 

  Document results of VLAN implementation and verification

Implement a Security Extension of a Layer 2 solution, given a network design and a set 
of requirements
  Determine network resources needed for implementing a Security solution

  Create a implementation plan for the Security solution

  Create a verification plan for the Security solution

  Configure port security features

  Configure general switch security features

  Configure private VLANs Configure VACL and PACL

  Verify the Security based solution was implemented properly using show and debug commands 



  Document results of Security implementation and verification

Implement Switch based Layer 3 services, given a network design and a set of requirements
  Determine network resources needed for implementing a Switch based Layer 3 solution 

  Create an implementation plan for the Switch based Layer 3 solution

  Create a verification plan for the Switch based Layer 3 solution

  Configure routing interfaces Configure Layer 3 Security

  Verify the Switch based Layer 3 solution was implemented properly using show and 

       debug commands 
  Document results of Switch based Layer 3 implementation and verification

Prepare infrastructure to support advanced services
  Implement a Wireless Extension of a Layer 2 solution 

  Implement a VoIP support solution

  Implement video support solution

Implement High Availability, given a network design and a set of requirements
  Determine network resources needed for implementing High Availability on a network

  Create a High Availability implementation plan 

  Create a High Availability verification plan 

  Implement first hop redundancy 

  protocols Implement switch supervisor redundancy

  Verify High Availability solution was implemented properly using show and debug commands

  Document results of High Availability implementation and verification

300-135 TSHOOT
Maintain and monitor network performance
  Develop a plan to monitor and manage a network

  Perform network monitoring using IOS tools

  Perform routine IOS device maintenance

  Isolate sub-optimal internetwork operation at the correctly defined OSI Model layer

Troubleshoot Multi Protocol system networks
  Troubleshoot EIGRP 

  Troubleshoot OSPF 

  Troubleshoot eBGP

  Troubleshoot routing redistribution solution 

  Troubleshoot a DHCP client and server solution

  Troubleshoot NAT

  Troubleshoot first hop redundancy protocols 

  Troubleshoot IPv6 routing

  Troubleshoot IPv6 and IPv4 interoperability

  Troubleshoot switch-to-switch connectivity for the VLAN based solution

  Troubleshoot loop prevention for the VLAN based solution 

  Troubleshoot Access Ports for the VLAN based solution 

  Troubleshoot private VLANS

  Troubleshoot port security

  Troubleshoot general switch security 

  Troubleshoot VACL and PACL

  Troubleshoot switch virtual interfaces (SVIs) 

  Troubleshoot switch supervisor redundancy 

  Troubleshoot switch support of advanced services (i.e., Wireless, VOIP and Video)

  Troubleshoot a VoIP support solution 

  Troubleshoot a video support solution 

  Troubleshoot Layer 3 Security

  Troubleshoot issues related to ACLs used to secure access to Cisco routers

  Troubleshoot configuration issues related to accessing the AAA server for authentication purposes 

  Troubleshoot security issues related to 105 services (i.e.,finger, NTP, HTTP, FTP, RCP etc.)



MCSA

Installing and Configuring Windows Server 2012
At Course Completion

After completing this course, students will be able to:
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





Install and Configure Windows Server 2012.

Describe AD DS.

Manage Active Directory objects.

Automate Active Directory administration.

Implement Ipv4.

Implement Dynamic Host Configuration Protocol (DHCP).

Implement Domain Name System (DNS).

Implement Ipv6.

Implement local storage.
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





Share files and printers.

Implement Group Policy.

Use Group Policy Objects (GPOs) to secure Windows 
Servers.

Implement server virtualization using Hyper-V.
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

 Deploy and Maintain Server Images 

 Configure and Troubleshoot DNS 

  Maintain Active Directory Domain Services (AD DS). 

  Manage User and Service Accounts

  Implement a Group Policy Infrastructure

 Manage User Desktops with Group Policy

  Configure and Troubleshoot Remote Access

  Install, Configure and Troubleshoot Network Policy Server 
(NPS) role

  Optimize File Services

  Configure Encryption and Advanced Auditing

  Monitor Windows Server 2012

At Course Completion

CURRICULUM EXAM CODE 411

Administering Windows  Server 2012

After completing this course, students will be able to:

CURRICULUM

CURRICULUM

At Course Completion

EXAM CODE 412

Configuring Advanced 
Windows Server 2012 Services

After completing this course, students will be able to:

EXAM CODE 410
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  Implement advanced network services. 

  Implement advanced file services. 

  Implement Dynamic Access Control.

  Implement distributed Active Directory Domain Services 
(AD DS) deployments. 

  Implement AD DS sites and replication. 

  Implement Active Directory Certification Services (AD 
CS). 

  Implement Active Directory Rights Management Services 
(AD RMS). 

 Implement Active Directory Federation Services (AD FS). 
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